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Introduction 
In this paper we propose a structure for an 
integrated Management System (MS) and show 
how it can be exploited to assist an organisation to 
achieve its mission by fulfilling all aspects of its 
business objectives. 

Our proposed structure: 

 Satisfies the principles specified by the UK 
Audit Practices Board [1] for internal control; 

 Complies with the requirements of ISO 
management system standards. 

We start with a 
consideration of the 
Deming model of 
process management 
and show how it is 
implicit in both the 
advice given by the UK 
Audit Practices Board 
on how to structure a 
system of internal 
control, and the 
requirements of ISO 
management system 
standards. 

 
Figure 1: The APB model of internal control 

 
Figure 1: The APB model of internal control 

We then explain how a 
MS can implement the 
Deming model, and 
fulfil all aspects of an 
organisation’s business 
objectives, using 
Opportunity 
Exploitation Plans 
(OEPs) and Risk Treatment Plans (RTPs). 

Taken together, the OEPs and RTPs should identify 
all the procedures necessary for an organisation to 
meet its business objectives and ensure that 
business is conducted in accordance with its legal, 
regulatory, contractual and corporate governance 
obligations.  However, there is a limitation in the 
Deming model in that omissions are only detected 
after the event. We explain why this is dangerous 
and that there is therefore a requirement for some 
other form of analysis of potential risks, a “Safety 
Net”.  We suggest how one can be implemented 
using “Alternative Ideas Lists” (AILs). 

We present a case study, using a Sales and 
Marketing paradigm to exemplify the OEP, RTP 
and Safety Net concepts, and show how these 
concepts can be exploited in fulfilment of all other 
business objectives. 

Finally, we draw our conclusions. 

The Deming Model 
Following the publication of the Turnbull Report 
[2], the UK Audit Practices Board published a set 
of guidelines on the structure of an Internal Control 
System (ICS) [1], see Figure 1. 

As shown in the figure, there are activities 
associated with the internal 
controls, and therefore form 
part of the ICS, but which do 
not constitute the internal 
controls themselves.  These 
activities (mission, business 
risks, applicable risks and 
review) are the means for 
establishing and policing the 
ICS.  The review loop, which 
seeks to determine the 
effectiveness of the ICS and 
take action accordingly, is well 
known in ISO circles as the 
Deming model or Plan-Do-
Check-Act (PDCA) cycle: 

 PLAN: decide what you 
want to do; 

 DO: do it; 

 CHECK: determine how 
well it is working; 

 ACT: take action accordingly. 

There are now many widely accepted standards that 
are based on a Deming model.  Amongst these are 
three well known international standards:  

 ISO 9001 [3], which is a specification for a 
Quality Management System (QMS); 

 ISO 14001 [4], which is a specification for an 
Environmental Management System (EMS); 
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 ISO/IEC 270011 [5], which is a specification 
for an Information Security Management 
System (ISMS).   

Common to all of these standards is an explicit 
PDCA framework and thus the Deming model.  
Furthermore, the process required by each of these 
standards matches the guidelines of the UK Audit 
Practices Board for effective internal control. 

Now that these standards are firmly established, the 
Certification Bodies (i.e. the organisations that 
certify organisations as being conformant to these 
standards) are advocating an integrated approach, 
whereby an organisation has a single MS that is 
conformant to several standards.  The primary 
driver behind this initiative is the realisation that 
having independent MS, and by implication each 
being under the direction of distinct, autonomous 
management teams, is not conducive to good 
business practice.  There is a grave danger that each 
would pull in different directions and not 
necessarily work together as a cohesive force in 
pursuit of a common objective.  The good news is 
that such integration is well within the art of the 
possible [6]. 

Thus in proposing an integrated MS structure it 
makes sense to base it on this common PDCA 
framework.  

Implementation 

Internal Control 
An ICS is the way in which management deploys 
the organisation’s resources to achieve the 
organisation’s objectives. It has two parts: 

 Procedures to perform the work necessary to 
conduct the organisations business.  These are 
called operational procedures. 

 Procedures to ensure that the business is 
conducted as expected. These are called 
controls. 

OEPs and RTPs 
ISO/IEC 27001 recognises the necessity of 
selecting controls on the basis of their ability to 
reduce risk to an acceptable level.  It introduces the 
concept of a Risk Treatment Plan (RTP) as the 
means to select the appropriate controls, i.e., those 
that should reduce risk to an acceptable level and 
no others.  

                                                           

1 This International Standard has replaced the 
widely used British ISMS Standard BS7799-2 

RTPs, however, only address the second part of an 
ICS.  In order to address the first part, we have 
devised the complementary concept of an 
Opportunity Exploitation Plan (OEP) [7]. 

RTPs draw a link between business events and 
adverse impacts to identify the controls necessary 
to reduce risk to an acceptable level [8].  OEPs 
draw a link between business opportunities and 
business benefits to create the procedures necessary 
to exploit the opportunities to reap the benefits. 

Proposed MS Structure 
Figure 2 shows the proposed structure of an 
integrated MS using this common PDCA 
framework.  It is presented as four quadrants, one 
for each phase of the PDCA cycle.  It embraces the 
RTP and OEP concepts necessary to identify all the 
internal controls, and thus establishes a complete 
system of internal control. 

The operational procedures and controls are 
identified in the PLAN phase and put into practice 
in the DO phase.  In the CHECK and ACT phases 
the organisation takes stock of the ability of its 
internal controls to meet its business objectives and 
satisfy its legal, regulatory, contractual and 
corporate governance obligations. 

With the exception of the “safety net”, which is 
discussed later, we explain the components of each 
quadrant in the following four sections. 

Plan 
Starting with the PLAN phase, the first activity is a 
statement of the organisation’s mission. This 
activity serves the purpose of establishing the 
overall context of the ICS.  This leads to a 
statement of the organisation’s business objectives. 

The business objectives give rise to: 

 Statements of policy; 

 Business risks; 

 Business opportunities. 

An example of a policy statement would be Henry 
Ford’s famous remark “you can have any colour 
car you like, provided that it is black”.  The 
statement constrains the operational procedures and 
controls. 

As suggested by [1], some risks, in the absence of 
any internal control, may be acceptable.  In this 
case the risk is screened from further consideration 
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and is termed a “non-applicable risk”2.  If, in the 
judgment of the management, the risk is 
unacceptable, it is termed an “applicable risk”. In 
this case, there will be a need for internal controls 
to reduce that risk to an acceptable level, and these 
are determined as a result of creating the RTPs.  

Business opportunities are dealt with in a similar 
way.  The opportunities are first distinguished as 
being applicable or not.  The operational processes 
necessary to exploit the applicable opportunities are 
then derived from the OEPs. 

Do 
In the DO phase th
controls are applie
PDCA Framework
activities including

 The managem

 Ensuring that 
suitably traine
their respectiv

 Ensuring prom
opportunities.

                              

2 Although it is pru
the risk that a non-
applicable risk 

Check 
The CHECK phase includes three activities that are 
required by the Common PDCA Framework, being 
internal audit, management review and customer 
feedback.  In addition, other check activities can be 
included such as the routine reconciliation checks.  

Act 
The ACT phase includes the three activities 
required by the Common PDCA Framework, being 
corrective action, preventive action and 
improvement.  
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Figure 2: Integrated MS structure 
e operational procedures and 
d.  As required by the Common 
, there are a variety of other 
: 

ent of resources; 

all staff are appropriately aware, 
d and are competent to carry out 
e responsibilities; 

pt reaction to incidents and 
 

                             

dent to have a RTP for treating 
applicable risk becomes an 

Limitations 
Theoretically, the development of OEPs and RTPs 
should be sufficient to identify all the internal 
controls.   

In practice, however, there may be errors of 
omission because risks and opportunities are 
imperfectly understood, particularly when the 
analysis is first carried out during the Plan phase of 
the PDCA cycle.  These should be found and 
corrected during the Check and Act phases, but, of 
course, that may be too late to avoid preventable 
losses (or lost opportunities) to the organisation.  
As an additional planning check, we therefore 
introduce the concept of an “Alternative Ideas List” 
(AIL), which acts as a “Safety Net”. 

The Safety Net 
The safety net consists of one or more Alternative 
Ideas Lists (AILs). 
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An AIL is a set of suggested controls or operational 
procedures.  Often these have been derived from a 
study of best practice of some particular discipline, 
such as information security, quality and finance.  
A MS may use as many AILs as management wish.  
An example of an AIL is Annex A to ISO/IEC 
27001.  Another is the Product Realisation 
requirements (section 7) of ISO 9001. 

Each control (or operational procedure) in the AIL 
is reviewed to determine whether it is applicable to 
the organisation or not.  There are three cases: 

 Case 1:  the control (or operational procedure) 
in the AIL is applicable and has been identified 
in a RTP (or OEP) already; 

 Case 2:  the control (or operational procedure) 
in the AIL is applicable but has not been 
identified in a RTP (or OEP); 

 Case 3:  the control (or operational procedure) 
in the AIL is not-applicable. 

Case 2 indicates that there has been an error of 
omission in developing the RTPs (or OEPs).  Thus 
the AIL acts as a safety-net for the OEP and RTP 
activities. 

An SOA is an AIL for which all controls (or 
operational procedures) have been declared as 
being applicable or non-applicable. 

Note that in Figure 2 there is a link between SOA 
and Policy.  This is a practical device, as it is often 
simpler to introduce a missing control through the 
facility of creating a policy statement than it is to 
rework the RTPs or OEPs. 

The safety net therefore consists of identifying and 
creating one or more Alternative Ideas Lists, then 
reviewing their contents to check that RTPs and 
OEPs are indeed complete, and finally creating the 
associated Statements of Applicability (SOAs) to 
record the results of the review. 

Case Study 
We have built a MS using this structure.  It is 
certified as being conformant to both ISO 9001 and 
ISO/IEC 27001. This demonstrates that the 
proposed MS structure is conformant with the 
Common PDCA Framework.  There are two AILs 
and associated SOAs, one for each standard. 

We have extended the MS by the addition of two 
RTPs and three OEPs to address the risks and 
threats associated with Sales and Marketing.  The 
first RTP deals with the risk that a niche product 
transitions to a commodity product and the second 
deals with the risk of failing to win business. The 

OEPs are described in [7], and concern market 
presence, customer enquiries and product delivery. 

As a test of the Safety Net concept, we have 
identified and applied an AIL in support of the 
Sales and Marketing process.  The chosen AIL was 
Ries and Trout’s book entitled “The 22 Immutable 
Laws of Marketing” [9].  These “laws” do not 
constitute a standard in any sense of the word.  
Instead they are a set of suggestions, based on the 
authors’ experience and observations concerning 
good marketing practice.  The choice of [9] 
reinforces why we called an AIL an Alternative 
Ideas List as, being suggestions rather than 
requirements, Ries and Trout’s laws are indeed a 
set of alternative ideas. 

We decided that all of Ries and Trout’s laws were 
applicable to the case study organisation.  We then 
trawled through the two RTPs and three OEPs to 
determine where and how they referred to these 
laws.  Perhaps unsurprisingly, we found that 
although none of the laws were mentioned by name 
the use of most of them were implicit in the RTPs 
and OEPs.  There were some exceptions, which we 
generally dealt with by adding a few words to an 
OEP, as this fitted in better with the organisation’s 
approach to sales and marketing. 

What we did find surprising was the distribution: 
16 laws referred to OEPs, whereas only 6 referred 
to controls.  Had there been no OEPs, we would 
have had difficulty in justifying these 16 laws.  Our 
conclusion is that most of these laws concern 
“doing the job”, i.e. Part 1 of an ICS.  The others 
concern “doing the job right”, i.e. Part 2 of an ICS. 

Analysis of the Sales and Marketing Practice 
document revealed that, following adjustment to 
the OEP just referred to, there were no laws which 
had not been implemented but there were 
instructions that did not correspond to, or 
contradicted, Ries and Trout’s laws.  These 
instructions corresponded to the requirements of 
the RTPs and OEPs that did not feature in Ries and 
Trout’s laws, but nevertheless were required, not as 
a matter of policy but as a result of the directors’ 
analysis of risk treatment and opportunity 
exploitation. 

Further Exploitation 
The Case Study as described covers Sales and 
Marketing, Information Security and Quality.  
However, the Case Study organisation’s MS also 
addresses finance in that credit and market-trading 
risks are included in the business risk analysis 
(PLAN phase), and there are corresponding RTPs 
and financial procedures and controls in place.  
What is missing, if anything, is the “financial” AIL 
to go with it.  This is currently under construction. 
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